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MindLink Product Roadmap CY23-24

Anticipated high-level feature release schedule for MCE, MLA, MLAPI

MindLink to MindLink Federation MVP

2023Q1 Q2 Q3 Q4 2024Q1

MindLink to MindLink 

Federation Testing and 

Trial Program

MindLink to MindLink 

Federation Productionization

MindLink IM and Presence 

Federation

MindLink IM and Presence MindLink Ad-hoc IM Conferencing

Key deliverables CY23:

1) Secure federated persistent chat for classified information
- Testing and trialling begins June ’23

2) Standalone MCE instant messaging and presence
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MCE Federation – Key Design Objectives

Engineered for secure sharing of classified information between international coalition partners 

Area Objective Design response

Data sovereignty Ensure sovereignty and governance of all data is clearly defined. Asymmetric protocol defines roles of data “owner” and 
“consumer”. 

Maintain control of sovereign data, including revocation. Data physically resides at rest in owner infrastructure only.

Performance Minimize network exposure Single-port communication initiated asymmetrically one-way 
from consumer to owner minimizes exposed network ingress.

Support reliable, en masse real-time collaboration Multiplexed protocol enables efficient fanout, caching and retry.

Operate over poor network links Efficient gRPC streaming transport minimizes network data and 
connection overheads

Data security Corporate authentication and identity Server trust established using mutual PKI and user authentication 
driven by corporate directories.

Enforce strong access control to rooms ABAC clearances and identity properties resolved for each user 
from federated ABAC ecosystem

Protect classified data MCE classification system models data sensitivity and 
releasability to remote partners, including ACL and labelling to 
government standards

Sandbox federated access Multi-layered MCE security engine segregates federated rooms 
into walled contexts

Data encryption Network links secured with TLS 1.3 and compatible with MCE at-
rest SQL encryption.

End-to-end encryption Integrate with MCE COI-based end-to-end encryption
(phase 2 goal)
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MCE Federation – Network protocol design

Asymmetric protocol preservers data sovereignty and minimizes data flows and network footprint

MCE

Datastore

MCE

Compressed, highly optimized

gRPC streaming protocol transport

“Data owner” organization “Data consumer” organization

MLA MLA

Asymmetric relationship roles define data sovereignty

Asymmetric network initiation 

inbound to owning organization

Minimal, on-demand, and 

ephemeral data flow to consumer 

with zero at-rest footprint

TLS 1.3 

transport 

encryption

SQL at-rest 

encryption

Partner organizations may achieve a mutual federation by defining “owner” and “consumer” relationship in reverse. 

MCE federation
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MCE Federation – Access control and data management

Federated ABAC and classification labelling defines real-time access control and protects released data.

MCE MCE

“Data owner” organization

Attribute directory Attribute directory

“Data consumer” organization

sync

Room A

TS//REL TO USA, GBR

COMMUNITY X

Chat Message: “Hello”

TS//REL TO USA, GBR COMMUNITY X

Command: Join(user1, Room A)

Access control enforced by owner via 

MCE’s multi-layered segmentation 

and chat room security engine

Room membership and labelling 

defined by owner classification system

Clearances and roles of owner and 

consumer users resolved from attribute 

ecosystem

Data labelled and authorized as 

releasable to consumer 

organization
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